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                                                  REGULATION

          on physical security during nuclear and radiological activities

                                                       Chapter I. 
                                                  General provisions

1. The hereby Regulation on physical security during nuclear and radiological activities (hereinafter - the Regulation) is developed in order to fulfil the provisions of Art. 2, e), Art. 11, e), Art. 20, f), k), l), n), Art. 30, (3), Art. 35 and Art. 37 of Law No. 132 of June 8 2012 on Safe Conducting of Nuclear and Radiological Activities (Official Monitor of the Republic of Moldova, 2012, No. 229-233, Art. 739), as well as the creation of a normative base needed for the partial application of the provisions of the Council of Europe’s decision 2009/71/EURATOM of June 25 2009 on establishing a community-level legal framework for the nuclear security of the nuclear equipment. 

2. The physical security of the nuclear and radiological facilities, installations, and of nuclear and radioactive materials during their storage, use and transportation, is conducted according to the present Regulation.
3. The Regulation contains requirements for the projection of the facility and for the implementation and maintenance of a number of measures to provide for the physical security of the authorized activities with nuclear and radioactive materials, as well as for the safe functioning of the nuclear and radioactive based installations. 
                                                       Chapter II. 
                                                 Terms and notions.

4. For the purpose of this Regulation, the notions specified in Article 4 of Law No. 132 of June 8 2012 on the safe conducting of nuclear and radiological activities are used, as well as the following notions: 

Risk analysis – the detailed examination of the proposals of systems and measures of physical protection, in order to evaluate and approve them.

Response force – Persons from interior or exterior that are equipped and trained to oppose any attempt to remove nuclear and radiological material or a sabotage act.
Unauthorized move – the removal or the illegal possession of radioactive and nuclear material or radioactive sources. 

Physical security plan – a document drawn by the authorization applicant and submitted to the National Agency for Regulation of Nuclear and Radiological Activities (hereinafter - the National Agency), as part of the authorization file, which represents the detailed description of the technical and administrative measures provided for the use, transportation and storage of nuclear and radioactive materials to avoid their removal, loss and to neutralize acts of sabotage pointed against the nuclear installations and facilities, as well as in order to retake control over these materials in case of their loss or removal according to the provisions of Art. 20, par. k) and l) of Law No. 132 of June 8 2012 on safe conducting of nuclear and radiological activities.
Protected area – an area that is permanently under surveillance by the security personnel and/or through technical means, surrounded by a physical barrier and with a limited number of controlled pathways.

Vital area – an area in which there are nuclear or radioactive materials, equipment, devices or systems that can be vulnerable to acts of diversion, sabotage or removal.

                                                  Chapter III.
Concept and stages to carry out the system of physical security of the nuclear and radiological activities.

5. The concept of physical security shall provide for the following primary tasks:
1) Prevent illicit actions;

2) Timely identify illicit actions;

3) Limit or slow down the access of the intruders;

4) Take responsive measures to events linked with physical security through reacting to unsanctioned actions taken by intruders, as well as neutralising them in order to suppress unsanctioned actions. 

6. When establishing a system of physical security, the following aspects will be taken into account:

1) The provisions of the rules of the nuclear and radiological field concerning the control and state surveillance, and of the nuclear guarantees, nuclear and radiological security regime, including the ones involved during the transportation of the nuclear and radioactive materials;

2) Adopted measures concerning the environmental, fire-fighting, electric and technical security;

3) The increasing role of cyber-security, respective securing of information, technical requirements and softs used for providing physical security;
4) Limitation of the personnel with access to the subject, elements and systems that concern physical security;

5) The corresponding of the physical security system to the requirements put forward to the facility depending on the category of the object subjected to physical security.

7. The stages and the definite works concerning the physical security system will be formulated in the task book concerning the physical security system and will contain the pre-project, project, implementation and switching-on of the physical security system, evaluation of the efficiency of the physical security system stages.
8. The pre-project stage implies the following actions:

1) A research concerning the vulnerability of the facility and the estimation of the efficiency of the proposed physical system;

2) Take into account the category of the object subjected to physical security, the room, the building, the terrains, their location and the functioning of the nuclear or radiological facility, the storage points. 

3) Take into account the vulnerability of the object subjected to physical security, the room, the building, the terrains, their location and the functioning of the nuclear or radiological facility, the storage points. 

4) Preliminary inform the superior institutions in charge with the security of the object referring to the content of the task book concerning the physical security system. 

9. The project stage involves the following actions:

1) Any project of building a nuclear facility will contain separate technical documentation concerning the physical security system,

2) The project of reconstructing or improving a nuclear or radiological facility will contain a separate project or a distinct part of the project, of the working documentation concerning the physical security system;
3) The project or the working documentation concerning the physical security will be coordinated in the order agreed with the National Agency, according to the provisions of Art. 20, par. k), l), n), of Law No. 132 of July 8 2012 on safe conduct of the nuclear and radiological activities.

10.  The commissioning stage of the physical security system implies:

1) Organizational measures, including the preparing of the nuclear or radiological facility, of the personnel, for the switching-on of the physical security system, the organization of the set of technical-engineering methods, and of confidentiality;
2) Technical supplying in order to sustain the physical security system;

3) Testing and commissioning the physical security system;

4) The switching-on of the physical security system at a new facility precedes the acquisition of the nuclear or radioactive material;

5) Informing the Security and Intelligence Service, in order to conduct measures stipulated in normative acts in the field of prevention and countering terrorism. 

11. The evaluation of the physical security system stage implies:

1) The quality of the implemented system will be confirmed through the evaluation of its efficiency;
2) The efficiency of the system will be appreciated exclusively by experiencing with the modelling and analytical components on some segments of the system, as well as in the process of daily functioning. The periodic evaluation of the system, which should take place not less than once in a year, is necessary for the continuous improvement of the physical security;

3) For each facility, depending on its category, a minimal value of the coefficient of the efficiency of the physical security system will be approved. 

4) After each change of the threat and the models of crimes, technological regimes of use, storage, transportation of the nuclear, radioactive material, of the nuclear or radioactive waste, an evaluation of the efficiency of the physical security is being conducted.

12.  Measures of physical security contained in the Regulation are being applied to nuclear and radiological facilities that operate with category I-III radioactive materials and with nuclear materials in certain quantities specified in the Addendum no. 3, such as:
1) Stations of nuclear waste treating;

2) Storages for radioactive waste;

3) Storages of nuclear materials;

4) Storages of materials of nuclear interest;
5) Storages of radioactive materials;

6) Storages of radioactive products;

7) Medical institutions that use radiotherapy installations;

8) Research institutions that use nuclear and radioactive materials;

9) Installations for sterilization with ionizing radiation.

13.  Physical security requirements (the expression “physical protection” is frequently used) exposed in the Regulation are being applied according to the provisions of Art. 2, e), Art. 11, e), Art. 20, f), k), l), n), Art. 30, (3), and Art. 35, d) of Law No. 132 of June 8 2012 on safe conduct of nuclear and radiological activities, for the following types of materials and installations used in the field of nuclear and radiological activities:

1) Nuclear materials;

2) Nuclear interest materials;

3) Special fissionable material;

4) Category I-III radioactive materials;

5) Radioactive waste with the half-life period longer than 30 days;

6) Radiotherapy installations.

14.  According to the provisions of Art. 2, e), Art 11, e), Art. 20, f), k), l), n), Art. 30, (3), and Art. 35, d), of Law No. 132 of June 8 2012 on safe conduct of nuclear and radiological activities, the requirements for the physical security applied on nuclear and radiological installations and facilities will be ensured accordingly with the risk of threat, evaluated by the radiological authorization holder. The provision of the culture of physical security within each nuclear and radiological facility contributes essentially to lowering the threat risk. 
                                             Chapter IV. 

                                          RESPONSIBILITIES
15.  The National Agency is responsible for:

1) Evaluation of the information on the risk of nuclear and radioactive materials removal or of sabotage against nuclear and radiological facilities based on the probable threat, of any response plan to attempts of unauthorized moving, of unauthorized use of nuclear and radioactive material or sabotage, presented by the operator, who presents the proof of establishing and maintaining the physical security system according to provisions of Art. 20, k) and l) of Law No.132 of June 8 2012 on safe conduct of nuclear and radiological activities.
2) Monitoring the fulfilment of the control and quality providing programs, for the physical security of nuclear and radiological facilities and installations, as well as during the transportation of nuclear and radioactive materials, with the purpose of maintaining the measures of physical security at a level needed for ensuring an effective answer to potential threats. Programs include the periodic checking of systems of detection, alarm, communication and of guarding procedures, as well as establish the periodicity for conducting exercises for testing the readiness and training of the entity in charge with the physical security, as well as the response forces;
3) Maintaining along with other central public authorities and authorized institutions a mutual informing operative system in the case of potential threats or events produced at the nuclear and radiological facilities. 
4) The control and state surveillance of the physical security, according to the provisions of Law No. 131 of June 8 2012 on the state control of the entrepreneur activity with a planned frequency of once in 2 years for level A and B nuclear and radiological facilities, and once in 5 years for level C nuclear and radiological facilities. 
5) The quick informing of central authorities, and, according to the international commitments, of international profile institutions, about the removal, or the intent to remove, of nuclear or radioactive materials.

16.  According to the provisions of Art. 37 and Art. 48 of Law No. 132 of June 8 2012 on safe conduct of nuclear and radiological activities, the holder of radiological authorization is responsible for:
1) Physical security of nuclear and radiological installations and facilities, nuclear and radioactive materials and implementation of the physical security culture.

2) Establish, switch-on and maintain the functioning of an adequate physical security system;

3) Maintaining the performances, the continuous improvement of the physical security system, according to the possible threats;
4) Draw physical security plans, the model of content of which is presented in Annex No. 2;
5) Draw cyber-security plans, which can be drawn separately and as a part of the general physical or nuclear security plan of the facility or nuclear material. The degree of cyber-security, the levels of insurance of depth security are being determined by the operator depending on the risk analysis, but in order to provide a joint physical and nuclear security as high as possible;

6) Evaluate the threat of unauthorized access on the territory of the nuclear or radiological facility;

7) Include the requirements towards physical security in the reaction plans in case of incidents or nuclear and radiological accidents;

8) Take operative measures that are being required in case of receiving any information concerning a threat;

9) Not to admit modifications that would lead to the decrease of efficiency of the physical security plan, of the training and checking of the personnel with responsibilities in nuclear and radiological physical security;
10) Appoint by an internal order, with the notification of the National Agency, the person in charge of physical security;
11) Implement and maintain in operating conditions a communication system with the officials responsible for reacting, with the National Agency, as well as third organizations and authorized institutions;
12) Immediately report to the Police, the Security and Intelligence Service and to the National Agency about any attempts of:

a) Theft of information about the physical security system;

b) Physical or cyber-attacks aiming at shutting down or deteriorating the work of one or more computers important for providing of physical and nuclear security of the facility or nuclear or radioactive materials;

c) Total or partial deterioration of important computers in combination with other forms of attacks;

d) The removal of nuclear and radioactive materials;

e) Any other violation of physical security system.

13) The protection of information on physical security of the nuclear and/or radiological facility, of nuclear material with the mark of at least “restricted”, depending on the category of the facility;

17.  In order to protect information concerning the physical security, the holder of radiological authorization is responsible for:

1) Taking measures to insure and maintain the confidentiality of all data and information concerning the physical security systems, nuclear and radiological installations and nuclear and radioactive materials;

2)  Taking measures to protect specific information, concerning physical security of nuclear and radioactive materials during their use, transportation or storage;

3) Limiting the access to information the disclosure of compromises the physical security of the facilities, nuclear and radiological installations, nuclear and radiological materials. Information on the possible vulnerabilities of the physical security system and the linked documents will have a secret or confidential regime;

18.  The holder of radiological authorization is entitled to delegate totally or partially the operation of measures of physical security, by contracting security or escort services, to another enterprise that operate according to Law No. 283 of 04.07.2003 on particular detective and security activity, and with the notification of the National Agency and the Security and Intelligence Service. In this case, the holder of nuclear authorization is not exonerated further on of the responsibilities stipulated by this Regulation. Those mentioned at this point do not concern activities regulated by the provisions of another normative act that expressly stipulates other conditions for the  state organizations.

19. The contract between the holder of the radiological authorization and another firm for the implementation of measures of physical security will provide that:
1) The responsibility of the holder authorized to maintain a physical, nuclear and radiological security system according to the present Regulation and to the physical security plan;

2) Access of the inspectors of the National Agency to documents specified in the radiological authorization conditions, which are kept by the radiological authorization holder;

3) Proof of preparing and checking the personnel responsible with the insurance of physical security, also by demonstrating the capacity of the bearer to fulfil its respective responsibilities according to the physical security plan, presented by the authorized holder;

4) The designation on the emplacement of verified, psychologically tested and in full conscience of their responsibilities personnel;

5) The request, if the authorized holder wants, of the competent institution for the verification by specific methods of the security services contractor and its personnel.
20.  Behind the personnel involved in the insurance of physical security, the radiological authorization for nuclear and radiological activities owner has the obligation to verify personally or through the contractor empowered with physical protection:
1) The evaluation of physical and technical preparation of personnel empowered with the insurance of physical security;

2) Test every 12 months the efficiency of the physical training program, which will include recent health status (cardiovascular investigations), flexibility, endurance, the way in which defence of different threats exercises and simulation of a response to different threat exercises are fulfilled.

21. The technical training of the guarding and security personnel will be provided only with specialized personnel.

22. The holder of physical authorization insures, on its own or by contracting a specialized organization, a full training to its personnel in the fields of:
1) Legislation requirements concerning the provision of physical security;

2) Physical security of the facilities, nuclear and/or radioactive materials, including during the transportation;

3) Depending on the category of radioactive sources, the classification of nuclear materials and of nuclear and radiologic facilities;

4) Types and techniques of firearms using, immobilizing and neutralizing systems in daytime and night-time. 

5) Possible operations of the intruders;

6) Motivations and objectives of the intruders;

7) Possible tactics used by intruders to attain their objectives;

8) Types of physical barriers;

9) Types of alarms;

10) Evaluation and response in case of alarm;
11) Protecting information regarding the physical security system;
12) Techniques of surveillance and evaluation of the systems that provide physical security;
13) Contraband materials detection systems and techniques;
14) Systems of delaying around the vital areas;
15) Functioning of the central alarm station;
16) Communication systems, including while transporting nuclear and radioactive material;
17) The organization, mission and way of action of the response force;
18) The response to bomb threat;
19) The response to social disorder;
20) The vulnerabilities and consequences of the removal of nuclear and radioactive materials during transportation;
21) The techniques and procedures used to isolate the means of transportation during a threat.
23. The radiological authorization petitioner applicant presents to the National Agency, within the file for evaluation with the purpose of radiological authorization, a detailed personnel training program in the fields listed in point 22 of the present Regulation, as proof of the fulfilment of the conditions listed in Article 20, k) and l), of Law No. 132 of June 8 2012 on safe conduct of nuclear and radiological activities.

24. The radiological authorization holder will provide the technical and equipment endowment of the security personnel, and protection for them to be able to successfully oppose the threat.

25.  According to the provisions of Article 49, (1), c), of Law No. 132 of June 8 2012 on safe conduct of nuclear and radiological activities, the information on any modification in the organizational structure of radiologic authorization for nuclear or radiological activities holder, that can directly or indirectly affect its capability to fulfil the responsibilities concerning physical security, will be notified in written form to the National Agency;
                                                  Chapter V. 
OBJECTIVES AND GROUND PRINCIPLES ON THE PHYSICAL SECURITY SYSTEMS
26.  The objectives of physical security systems are:

1) Protect against the removal of used, stored or transported nuclear or radioactive material;

2) Provide for the implementation of multilateral emergency measures for locating and recovering of lost or removed nuclear and radioactive material;

3) Protect against diversion and sabotage of the nuclear facilities or of nuclear and radioactive material in use, storage or during transportation;

4) Reduce or minimalize the radiological consequences of diversion, sabotage of the facility, installation, nuclear and radioactive material in use, storage or during transportation;

5) Protect the confidential characteristics, the integrity and accessibility to electronic databases or the functionality of cyber systems and processes, which can negatively influence the physical security capacities of the facility or of protected materials;

27.  The tasks of physical security:

1) Prevent unauthorized access to objectives, installations, nuclear and radiological materials;

2) Detect of the intruder

3) Evaluate the vulnerability of the facility at a possible breach of the intruders;

4) Detain the intruders until the coming of the response forces;

5) Provide for the response measures;

6) Adequately maintain the physical security system at any given moment;

28.  The functions of physical security system are the following:

1) Find any unauthorized access, attack or theft;
2) Provide for the reaction by technical systems and security personnel;

3) Passive and active retaining with different physical barriers, on a sufficiently long period of time, need for the reaction of the personnel;

4) React with enough resources to stop or prevent the theft and closing of access or neutralizing the intruders;

5) Undertake immediate actions that coordinated with other services, structures.
6) Further action research or restoration.

29. Physical protection requirements are adopted so that they:

1) are flexible enough to ensure a gradual intensity response, depending on the circumstances;

2) do no affect the radiological and nuclear safety;

3) do to affect the supervision and control measures of the nuclear safeguards regime.

30. Physical, nuclear and radiological security systems shall:

1) be designed in such a way as to primarily use passive measures for the prevention, delay;

2) be designed so that technical and operational procedures fill out and supply;

3) ensure the operating procedures so as to minimize any interference with normal activities of the personnel.

4) be designed in depth, with multiple physical barriers, depending on the category of the objective;

31. The physical protection system will provide:

1) definition of objectives, including types of threats to which the facility and the objective may be exposed and identify possible targets to be affected by deliberate acts, defined by threat project;
2) description of the objective of the installation and nuclear and radiological access roads, natural barriers and identification of protected areas;

3) measures to detect unauthorized access included in the response plan, including assessment of alarms, the means of audible and visual alarm, the checkpoints, including organizational structures, procedures and staff training as appropriate for retaining intruders by the forces of security and/or by peripheral barriers for response to deliberate acts, including response structures, procedures and training, means of communication and response time until the alarm signals are activated;

4) the location of radiation protection equipment and tools as well as procedure for their periodical control;

5) procedures for monitoring and controlling the persons’ access (employees, visitors) and means of transportation;

6) procedures for the surveillance and control of routine and emergency surveillance;

7) procedures and means used to protect sensitive information related to physical protection system;

8) organizational structure of the service that provides physical protection, including the selection process, qualifications, skills and training of personnel;

9) methods that are are used to assess physical protection project;

10) response force and media to communicate with it;

11) procedures for cyber security of the physical protection system.

32. The set of measures implemented in case a system of physical protection is penetrated, is established in relation to the priorities and procedures of the licensee radiation.

Chapter VI

REQUIREMENTS FOR ESTABLISHING THE PHYSICAL PROTECTION 

33. Physical protection system will be set according to at least one of the following factors:

1) the type, characteristics and quantity of protected material, its accessibility as well as the flow values of the radiation doses in the absence of biological protection;

2) the potential for severe accidents with radiological consequences in a major plant as a result of deliberate acts;

3) the existence of nuclear materials that can initiate or maintain, under normal circumstances, a self-sustaining nuclear reaction without the existence of special moderator material.

34. The requirements necessary to be considered when implementing a set of principles described in Section. 33, Sub. 2) are:

1) the physical protection system will be designed for each major installation taking into account the characteristics of the facility and its location;

2) the radiological licensee, with the assistance of specialists in nuclear safety and in the physical protection, shall identify systems and components, including cyber ones, considered to be vital for the plant and the objective;

3) physical protection systems adopted for each nuclear or radiological facility will be consistent with the control systems of the nuclear safeguards, with nuclear and radiological safety systems, including radiological emergency plans, as appropriate;

4) where possible, field layout of the vital areas should be such that they are separated from the rest of the installation. Access to these areas will be restricted exclusively to the required number of persons;

5) when determining the level of physical protection at nuclear and radiological facilities where accidents may occur with severe radiological consequences, it should be taken into account the dose that a person in the group most exposed workers can get;

6) when assessing the value of the dose that a person in the group most exposed population can get, calculated using criteria established by the radiation protection and nuclear safety regulations applicable in this case.

Chapter VII

APPROVAL OF PHYSICAL PROTECTION SYSTEM

35. In accordance with Art. 19, Para. (1) of Law No. 132 of June 8 2012 on safe conduct of nuclear and radiological activities, those nuclear and radiological activities that meet the physical protection criteria of this Regulation are supported. The procedure includes the evaluation of the physical protection system and is part of the evaluation dossier with radiological authorization purposes.

36. In accordance with Art. 20, letter k) and letter l) of Law No. 132 of June 8 2012 on safe conduct of nuclear and radiological activities, the legal person requesting radiological authorization of the objective, the nuclear and radiological or storage plant, use or transport of nuclear and radioactive materials, submits to the National Agency specific documentation and documentation necessary for assessment of physical protection system, part of the evaluation dossier, including the physical protection plan, measures of response in case of emergency, schemes applying technical security measures depending on the group of physical protection and the possible threat scenarios. When authorization for targets that use radiological nuclear and radioactive material Category I or II is released, the Agency will inform the National Intelligence and Security Service in order to take the measures set out in legislation for preventing and fighting against terrorism.

37. Where international transport of nuclear material and radioactive responsibility is concerned, physical protection measures of the radiological license holder shall be agreed between the states concerned.

38. International nuclear and radioactive materials shipments in the Republic of Moldova are authorized in the event that transit states are parties to the Convention on the Physical Protection of Nuclear Material, in accordance with Parliament Decision No. 1450 of January 28 1998 on the Republic of Moldova's accession to certain conventions of the International Atomic Energy Agency;

39. In accordance with Art. 40 of Law No. 132 of June 8 2012 on safe conduct of nuclear and radiological activities, the authorizing of international shipments of nuclear and radioactive materials in Moldova, application for approval of physical protection measures that shall to be taken during transport, will be sent to the National Agency at least 30 days before the expedition date.

40. The documentation supporting the application for authorization will include a general physical protection plan and information on the:

1) sender, recipient, carrier, travel routes and backup, transfer points, shipment method;

2) points to which the responsibility of escorts is transferred and the transferring responsibility procedure.

41. To characterize the plant that is to be protected, the following data and information shall be used:

1) technological flow charts;

2) equipment and categories of the nuclear and radioactive materials to be protected;

3) plans of the physical protection systems of the nuclear and radioactive materials by category;

4) map of the surrounding areas;

5) existing elements of physical protection system.

Chapter VIII

PHYSICAL PROTECTION OF RADIOACTIVE AND NUCLEAR MATERIALS AGAINST NON AUTHORISED MOVEMENT, WHILE IN POSSESSION, STORED, AND DURING THEIR USE

42. The primary factor in determining the physical protection measures against theft of nuclear and radioactive material comes out from the classification of nuclear or radioactive materials, nuclear materials in certain quantities, depending on their presumed risk, in accordance with Annex. 3. of the Regulation and Appendix No. 8 of Government Decision No. 1017 of September 1 2008 on the National Register of sources of ionizing radiation and authorized natural and legal persons.

43. In determining levels of physical protection for a target or radiological or nuclear facility formed of several buildings, the National Agency assigns a certain construction containing materials to a different category, a certain level of physical protection that is different from the rest of the plant.

44. The physical protection system is set for each nuclear and radioactive material, taking into account the geographical location of the facility and the importance of threats assessed by the competent authorities of the Republic of Moldova. The risk level determines the security measures necessary to protect nuclear and radioactive materials. Depending on the physical protection measures, three levels of security are defined, which determine the purposes of physical protection measures needed to be applied, depending on the risk level:

1) A level of the physical protection - sets out measures to prevent and detect unauthorized access and movement of nuclear and radioactive materials;

2) B level of the physical protection - sets out measures to minimize the likelihood of unauthorized movement of nuclear and radioactive materials;

3) C level of the physical protection - sets measures to reduce the likelihood of unauthorized movement of nuclear and radioactive materials.

45. The security levels are based on the category of nuclear material and radioactive and nuclear materials as well as upon certain alleged threats or attempts on the part of certain individuals or groups intending to enter illegally in their possession (Annex No. 4), upon the potential consequences of unauthorized access (Annex No. 5). Technical and administrative security of protected materials are presented in Appendix. 1.

46. To achieve physical protection system measures, the following measures will be undertaken:

1) limit the number of people who have access to protected material;

2) request from the competent body, under the law, due diligence, including psychological testing, with a frequency of at least once every 12 months, anyone who regularly has access to nuclear material and radioactive;

47. Physical protection aspects must be taken into account starting from the facility design stage and the nuclear or radiological plant.

48. Cooperation between specialists in the physical protection and nuclear safety and radiological protection is important to ensure that physical protection system to consider measures considered in the plant design.

49. Physical protection measures will not jeopardize nuclear safety and radiological protection in emergency situations.

Section I. The physical protection of nuclear materials for certain quantities of Category I

50. Nuclear materials of certain quantities of Category I will be held, stored or used in one or more vital areas located inside the protected area.

51. All persons entering a protected area or vital areas must receive special pass duly registered accordingly to internal procedures of the relevant organization. Access for persons in vital areas is limited to the minimum necessary, according to specific inner procedures.

52. Access to the protected area and vital areas will be allowed only to persons whose identity has been verified according pt. 46, sub. 2) and the person accompanying them.

53. The badges of those having access to the protected area or vital areas are of four types, and we will distinguish them clearly through different colours and other features:

1) Type I badges: personnel whose duties require unescorted access service in vital areas;

2) Type II badges: service personnel whose duties require unescorted access to the protected area;

3) Type III badges: temporary repair, service or construction workers. This category of people will be continuously accompanied throughout the work of an employee who is entitled to wear the badge type I, when they have access to vital areas of an employee who is entitled to wear a badge type II, when they have access to the protected area.

4) Type IV badges: visitors will be accompanied at all times by an employee who is entitled to wear the Type II badge, when he is in the protected area and an employee who is entitled to wear the Type I badge, when he has access to vital areas.

54. All the means of transport, persons, baggage and packages entering or leaving the protected zone will be controlled by specific means to prevent the introduction of tools, explosives, weapons or devices that could be used for sabotage or unauthorized movement nuclear materials.

55. Instruments for the detection of nuclear material, metals, and explosives could be used for such searches.

56. Private vehicles in the controlled area should be minimized and limited to authorized parking areas.

57. Private vehicles should be prohibited to enter any inner areas.
58. Whenever someone is in the inner area, that area will be subject to direct and continue supervision. Supervision is done by mutual observation, if there are two or more people.

59. For this purpose, the room is displayed in a conspicuous manner, announcements about the physical protection of nuclear materials are issued and visibly displayed.

60. Personnel handling nuclear transfer procedures will fully respect the transfer responsibilities of service to the next shift. This staff has the task of specifying in the shift exchange report if there have been interventions or theft of nuclear material and report all instances where supposedly there are certain irregularities regarding their physical security directly to the chief of the installation.

61. Records should mandatorily be kept of all persons who have or are allowed access to keys or cardkeys to allow access to storage facilities or materials protected confinement. Measures should be taken to:

1) control and safe-keep keys and cardkeys to lower the risk of obtaining duplicates;

2) change combinations to locks at appropriate intervals. If a lock is compromised, for whatever reason, it is changed.

62. In accordance with Art. 20, para. k) and Art. 27, para. d) of Law No. 132 of June 8 2012 on safe conduct of nuclear and radiological activities, the transportation of certain quantities of the nuclear material in the protected area, in guarded vital areas is the responsibility of the radiological license holder, which will ensure implementation of all necessary physical protection measures. Transfers out of the protected area shall be made in accordance with the procedures of physical protection of nuclear materials during transport, taking into account the concrete conditions of the time.

63. The perimeter of the protected area shall be equipped with a physical barrier around the building or the field of the plant. If the walls of the building are resistant enough to be considered (and passed as such, as a result of the expertise of security in terms of physical protection) as enclosed and guarded perimeter, they are endowed with additional surveillance and alarm technical systems installed outside them. A protected area, clear, with good visibility and light enough to allow observation of the situation should be kept in the proximity of the perimeter of the protected area.

64. Detection and evaluation procedure against intrusion shall be provided for throughout the perimeter of the protected area.

65. Vital areas will be designed so that the number of access points should be kept to the minimum. All points of potential access should be appropriately secured and fitted with alarms. All exterior windows will be permanently equipped with alarm devices and protected with metal bars secured to the wall.

66. The deposit for nuclear materials is a construction dimensioned in terms of resistance, located inside the protected area and provided with technical means of guarding, alarm and locks. Releasing the key or key cards for storage of nuclear materials and nuclear materials for certain quantities will be closely controlled under pt. 61.

67. The measures of detection, assessment, delay and response will be provided non-stop.

68. Outside office hours, staff responsible for the physical safety or security situation will report at set intervals, according to existing procedures in physical protection plan.

69. The security staff is equipped with firearms according to Law No. 283 of July 4 2003 on Private Detective and Security.

70. For the detection operations, evaluation and response encoded independent communication means, doubled, in duplex system, shall be used. These means should allow communication between security personnel, central alarm station and the response force.

71. The link between the sensors and surveillance devices where the audio and video alarm announces alarm will be provided in two ways, doubled, independent, including having autonomous power supply.

72. During emergency evacuations, including evacuation drills, certain quantities of nuclear material are discharged in accordance with procedures developed and approved by the operator for such situations until radiological authorization is delivered.

Section II. Physical protection of nuclear material for certain quantities of category II

73. Category II nuclear material of certain quantities will be kept, stored or used in one or more vital areas located inside the protected area, applying the same criteria stipulated in pts. 51-53, 57-67.

74. The vehicles and parts or subassemblies necessary for the construction entering the guarded building will be controlled to prevent unauthorized access and the introduction of tools, explosives or weapons that could be used for sabotage or theft of nuclear materials.

75. Attempted theft will be prevented by the continuing oversight of persons and their control. In order to exercise such controls, nuclear materials, metals and explosives detection tools are used.

Section III. Physical protection of nuclear material for certain quantities of third category 

76. Nuclear material of certain quantities of the third category will be held, stored and used in an area with controlled access.

77. All employees shall be constantly trained on physical protection rules to be complied with in case of attempt to steal nuclear material or sabotage and diversion attempt. For this purpose, inside the plant there are displayed in a conspicuous manner, announcements about the physical protection of nuclear materials.

78. Movement of nuclear material outside or between two areas with controlled access is performed if the radiological licensee ensures implementation of all necessary physical protection measures, in compliance with Art. 20, para. k) and l) of Law no. 132 of June 8 2012 on safe conduct of nuclear and radiological activities.

79. Measures will be provided for detecting unauthorized entry into the protected area as well as to ensure proper riposte security personnel and physical force response.

80. Compliance by the radiological licensee of the physical protection of nuclear materials against theft during the possession, storage and use is monitored and controlled by the National Agency in accordance with Art. 11 para. e) of Law no. 132 of June 8 2012 on safe conduct of nuclear and radiological activities.

Chapter IX

PHYSICAL PROTECTION OF NUCLEAR AND RADIOACTIVE MATERIALS DURING TRANSPORT
81. To reach the objectives of physical protection when transporting nuclear materials and radioactive substances of nuclear materials in certain quantities the following measures shall be provided:

1) Minimize the time during which the nuclear and radioactive material in certain quantities remains in the transportation means; 

2) Minimize the number and duration of nuclear and radioactive material transfers as well as of the nuclear material in certain quantities, i.e. transfer from one conveyance to another, transfer to and from temporary storage and temporary storage while awaiting the arrival of a conveyance;

3) Protect nuclear and radioactive materials during transport and in temporary storage in a manner consistent with the category of that nuclear material;

4) avoid making shipments on a regular basis;

5) ask for predetermination of the trustworthiness of individuals involved during transport of nuclear and radioactive material, according to para. 46 subpara. 2).

82. Transportation of radioactive and nuclear materials and nuclear materials for certain quantities will be in accordance with Government Decision No. 672 of May 28 2002 on performing transport of dangerous goods on the territory of the Republic of Moldova and on the conditions of transportation of dangerous goods by type of transport (ADR - automobiles).

83. In order to ensure a maximum security for the transport of radioactive and nuclear material, the National Agency will inform the National Security Intelligence Service upon any authorization for the transportation of nuclear and radioactive materials in category I or II, and in turn, the Intelligence and Security National Agency will inform about any possible danger that may occur during the transport of nuclear and radioactive materials in order undertaking necessary measures for prevention of emergencies.

Section IV. Physical protection during transportation of certain quantities of nuclear material by category

84. The carrier should give the receiver advance notification of the planned shipment specifying the mode of transport, the estimated time of arrival of the shipment and the exact point of handover of certain quantities of nuclear material if this is to be done at some intermediate point before the ultimate destination. 

85. Prior to the shipment, the shipper will get the receiver to ensure that it is ready to take delivery immediately (or, where appropriate, to accept remission) on the date provided. 
86. The radiological licensee shall assess natural disasters or social associated risks to ensure adequate physical protection of transport.

87. The way of transport shall be chosen so as to minimize the number of transhipments and during transportation.

88. The licensee radiological carrier will offer in advance training to the transporter to ensure his participation in physical protection measures.

89. In international transport of nuclear material before shipment, the shipper shall ensure that the arrangements in connection with the trip accordance with the rules and regulations of the receiving country, the States which are transited.

90. Packages containing nuclear material should be carried in closed, locked conveyances, compartments or freight containers. Carriage of packages weighing more than 2000 kg that are locked or sealed may be allowed in open vehicles. Packages should be tied down or attached to the vehicle or freight container and should be secured as appropriate, in accordance with Government Decision no. 672 of 28 May 2002 on performing transport of dangerous goods in Moldova and conditions of transportation of dangerous goods by type of transport (ADR - automobiles).

91. Locks and seals should be applied to conveyances, compartments or freight containers should be checked upon before shipping nuclear and radioactive materials, recording a document that remains to sender.

92. Before loading and shipment of nuclear materials, means of transport that is loading will be checked thoroughly to ensure that they were not mounted or placed therein devices and explosives for sabotage or was not initiated such action.

93. Personnel with physical protection responsibilities will have detailed instructions on responsibilities during the transport. Instructions are developed and approved by the licensee radiological holding nuclear material in accordance with Government Decision No. 672 of 28 May 2002 on performing transport of dangerous goods in the Republic of Moldova and conditions of transportation of dangerous goods by type of transport (ADR - automobiles).

94. The carrier will be informed by the sender about the following details: itinerary, stopping places, ways of identifying people who take charge of provisions concerning the remission of cargo at destination, measures to be taken in case of accident, as well as on ordinary and exceptional presentation of reports. This consultation is reflected in the documents that are part of the documentation authorizing the shipment.

95. The receiver should check the integrity of the packages, and locks and seals when used, and accept the shipment immediately upon arrival. The receiver should notify the shipper of the arrival of the shipment immediately or of non-arrival within a reasonable interval after the estimated time of arrival at the destination.

96. Physical protection measures should provide a permanent connection or telephone communications, coding radio frequencies between means of transport and sender, receiver and/or the person appointed by the sender, receiver or the National Agency.

97. Guards, appropriately equipped and trained, should accompany each shipment to protect the nuclear material in certain quantities from certain hostile actions. Attendants and guards will ensure the continuous supervision in case of road transport. If packages, means of transport, hold or compartment that contains nuclear material for certain quantities are locked and sealed, continuous surveillance of the packages may be replaced by frequent, regular seals and surveillance continues to hold, when the conveyance is not in motion.

98. The radiological licensee will cope with the police responsible for this in order to dispose of numerously enough and well trained intervention teams, able to intervene in case of emergency. Reactionary forces must arrive at the place where the incident occurred during the action of unauthorized removal of certain quantities of nuclear material or sabotage and diversion so as to block the illegal action.

99. The transport means is specially designed to withstand any assault to prevent unauthorized tampering of certain quantities of nuclear materials and equipped with a lock so that no unauthorized person can put in motion the means of transport.

100. Each shipment shall be transported in a single means of transport (full load principle). A second person will be present inside the means of transport, with the functions of attendant or security person.

101. To strengthen physical security measures, means of transport, carrying certain quantities of nuclear material is accompanied by at least two crews of the specialized structures of the competent police authority.

102. If the shipment cannot be done in one day, stops are provided at approved locations established in advance by the sender in accordance with the provisions of para. 93 and 129 subpara. f) of the Road Traffic Regulation, approved by Government Decision No. 357 of 13 May 2009. During this stop the vehicle is parked and/or immobilized inside the building, locked and guarded.

103. Itineraries are set up in advance, so that any decision to change the route can be easily understood and applied properly.

104. When transporting by rail, the expedition can be carried out with a freight train or in a separate wagon attached to a freight train. Rail transport of certain quantities of nuclear materials respecting the regulations under Art. 16 of the Railway Transport Code and the provisions of international documents to which the Republic of Moldova is party.

105. The expedition will be escorted by one or more attendants or security people who have to travel to the nearest compartment wagon containing the load. During stops are monitored and controlled locks and seals. It is compulsory to maintain radio communication devices in duplex and phones that can be used by attendants or people watch on stops planned.

106. The transportation of certain quantities of nuclear material by air, aircraft can be rented for transporting goods or scheduled.

107. The means of transport performing transportation of certain quantities of nuclear material will be specially equipped and has partial radiological authorization issued by the National Agency.

108. Certain quantities of transported nuclear materials will be stored in a secure compartment or container which is locked and sealed. Locks and seals will be checked regularly during transport.

Section V. Physical security during transport of certain quantities of nuclear material of category II

109. The sender will send to the receiver and the National Agency prior notification of transportation, specifying the manner and means of transportation, date of arrival transport and exact place of delivery of certain quantities of nuclear material, if this is to be accomplished before the final destination.

110. In choosing the route, he will coordinate binding legal administrator of the way, taking into account the reliability of the road also will be avoided areas affected by natural disasters or social unrest.

111. In the authorization process, the National Agency will be informed about the route including alternate route, stopping places, identifying people who take transport, accident procedures and reporting procedures in case of routine or emergency.

112. Parcels of certain quantities of nuclear materials are transported in closed and locked transportation means, compartments or containers. The parcels will be anchored or fixed in the means of transportation I or in the transportation container.

113. Before carrying out transportation the integrity of the closures and seals of the package, means of transport, transport compartment or container are to be checked and they shall be recorded in a document that remains with the sender.

114. Before loading certain quantities of nuclear materials comprehensive inspection of the means of transportation are to be conducted to ensure that no devices and explosives for sabotage and diversionary acts were mounted or that such action was not initiated.

115. The personnel responsible for physical security will hold detailed instructions on responsibilities during transport. These written instructions are part of the authorization file authorization in accordance with Art. 35, subpara. d) of Law No. 132 of 8 June 2012 on safe conduct of nuclear and radiological activities.

116. The receiver will check the integrity of packages, locks and seals and will take them over immediately upon arrival and notify the sender as soon as possible about the arrival of the transportation or the lack of receipt thereof.

117. Physical security plan will include details on the frequency of communication between the parties involved in the shipment.

Section VI. Physical security during transport of certain quantities of nuclear material Category III

118. The sender will send to the receiver and to the National Agency prior notification about the specific transportation mode and means of transportation, the estimated time of arrival and the exact place of delivery of certain quantities of nuclear material, if this is to be accomplished before the final destination.

119. Packages or means of transport will be locked and sealed during transportation.

120. The means of transport will be checked in detail before fully loading and transportation to ensure that no devices and explosives for sabotaging were mounted or that no acts of sabotaging were initiated.

121. The receiver notifies the sender immediately after the transportation. If the shipment does not arrive in a reasonable time, the recipient shall inform the sender thereof.

Section VII. Additional arrangements for international carriages

122. It is clearly specified in the contract between the sender and the receiver of the international transportation of nuclear or radioactive materials the responsibility to act where physical security is transferred from the sender to the recipient.

123. If the contract on international transportation provides that the delivery on the receiving State take place in a transportation means of the sending state, it is mentioned that the receiver has to be necessarily informed about that in an amount that would enable him take appropriate physical security measures. 
124. As for international shipments transiting the territory of the Republic of Moldova, the holder of radiological authorisation shall notify the date and place of entry and exit to/from the country of the nuclear and radioactive materials and nuclear materials, about certain transported quantity and about the characteristics of the expedition.
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Technical and administrative physical security measures of certain quantities of nuclear material

	Functions of The 

Physical Security


	Security Goals



	
	A level of physical security
	B level of physical security
	C level of physical security

	
	The goal: prevention of the unauthorized movement 
	The goal: 

minimize the likelihood of unauthorized movement
	The goal: reduce the likelihood of unauthorized movement

	Internal Control


	On a daily basis
	On a weekly basis
	On a monthly basis

	Detection
	Immediate detection of unauthorized access to the site to find out the source / protected area

	
	Immediate detection of any attempt by

unauthorized movement of the source, including the staff
	Detect any

attempt to move

unauthorized source


	Unauthorized movement detection source



	
	                          Immediate detection of the evaluation

	
	The immediate reactionary staff

	
	Applying the measures to detect loss due diligence source

retention

	Retention
	Retention after detecting, reacting sufficient staff to halt unauthorized movement


	Immediate initiation of speedy reacting to minimize the likelihood of unauthorized movement
	Immediate initiation of speedy reacting to reduce the likelihood

unauthorized movement

	
	Providing a minimum of two technical measures for isolating the source
	Ensuring at least two steps (one sheet) isolating the source
	Providing a minimum confinement of source



	Reacting
	Reacting immediately to signal triggered with sufficient resources to halt or prevent unauthorized movement


	Immediate initiation of speedy reacting to halt unauthorized movement


	Implementation of actions where appropriate

unauthorized movement



	Security

Management


	Control of limited access to the source location only authorized persons
	
	

	
	Identification and protection of sensitive information
	
	

	
	Ensuring security plan
	
	

	
	Ensuring fulfillment of measures specific security plan
	
	

	
	Establish communication system
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                                Content sample of the Physical Security Plan
The physical security plan will include information necessary to describe the security measures and physical security system used will be commensurate with the source and target category. The measures prescribed should take into account the aspect of cybersecurity as an intrinsic part of physical security, which must be organic in conjunction with other components of physical security, provide influence on legal resources, human and technical resources in the system. The following topics will be presented:

1) nuclear and radioactive material description, category and use;

2) description of the environment, construction and / or installation where it is used or stored source, schema location and security system, as applicable;

3) the construction or installation location for access to the public;

4) The risk analysis unsanctioned penetration of nuclear and radiological objective;

5) Local security procedures;

6) security plan objectives for buildings and facilities including:

a) prevent unauthorized theft, destruction, or used maliciously.

b) control necessary to prevent negative consequences, including the possibility of additional equipment necessary endowment.

c) installations or, to be protected.

7) security measures to be applied, including:

a) prevention, provides monitoring, providing access control, detection, apprehension, reactionary and communication;

b) design peculiarities (to assess measures against the danger).

8) The administrative steps to be used include:

a) security role and responsibilities of the administration, staff and others;

b) measures or those lacking routine routine, including record sources;

c) servicing and testing equipment;

d) assess the level of staff training;

e) the introduction of information security

f) access methods authorized;

g) plan to react in emergency situations;

h) training;

9) compliance of the danger of a certain level of physical security;

10) procedures to regularly assess the effectiveness of the plan and update it periodically.
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Classification of nuclear materials

in terms of physical security measures

	Material
	Form
	Category I
	Category II
	Category IIIC
	Category IV

	PlutoniumA
	Irradiated or poorly radiating up to 80% of Pu-238
	2 kg or more
	Less than 2 kg but more than 500 g.
	500g or less but more than 15 g.
	-

	Uranium-235
	Non irradiated or poorly radiating:

1. 1. Uranium enriched to 20% or more U-235.

2. 2g. Uranium enriched to 10% U-235 or more but less than 20% U-235.

3. 3. Uranium enriched above natural, but less than 10% U-235.

4. Natural UraniumF includin depleted G in U-235
	≥5 kg

-

-

-


	Less than 5 kg but more than 1 kg

≥10 kg

-

-
	About 1 kg or less but more than 15 g.

Less than 10 kg but greater than 1 kg.

≥10 kg

≥ 1 ton
	-

-

-

-

	Uraniu-233
	Non irradiated or poorly radiating
	≥2 kg 
	Less than 2 kg but more than 500 g.
	500g or less but more than 15 g.
	-

	Any irradiated nuclear material, including natural and depleted uranium and thorium have
	The amount to irradiation isotope disintegrating - below 10%
	-
	any amount
	-
	-

	Radioactive

Waste
	-
	-
	High activity radioactive waste in an amount of at least 1

kg.
	High activity radioactive waste in amounts between 10 g and 1 kg.

Medium activity radioactive waste in excess of 200 kg
	-

	Nuclides of Neptuniu- 237, Americiu- 243, 252 Californiu-
	any isotopes


	-
	-
	-
	Any quantity

	Any nuclear material, which according to mass, degree of radiation and isotope content can not be attributed to class I-III are assigned to Category IV
	Regardless of chemical composition they belong, and their aggregate state
	-
	-
	-
	Any nuclear material, which according to mass, degree of radiation and isotope content can not be attributed to tier-III


A) Plutonium, except the isotopic concentration of plutonium-238 exceeding 80%

B) weakly irradiated materials or materials irradiated in a reactor that give a radiation level equal to or less than 1 Gy / h (100 rad./h) at a distance of one meter without screen.

C) Cantităţi1e not included in Category III and natural uranium / thorium depleted and will be protected in accordance with prudent management practices.

D)This level of protection is recommended, but after assessing the specific circumstances, you can assign a different category of protection.

E) Other fuel which by virtue of their content originating fissile material belong to the category Ia or II before irradiation may enter the category immediately below if radiation levels the fuel exceeds 1 Gy / h (100 rad./h) at a distance of one meter without screen.

F) Natural uranium - uranium isotope mass content of U-238 99.28% 0.71% approx isotope U-235 and approximately 0.01% of U-234.

G) Depleted uranium - uranium isotope U-235 content lower than in natural uranium.
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Assigning physical security levels depending on the category of certain quantities of nuclear material, radioactive

(Level of physical security for radioactive materials, in addition to the requirements set out in chapter IV-VI, are dictated by the requirements submitted to the authorization)

	Material category

Confidentiality object /

Category consequences of unsanctioned actions
	A level Physical Security
	Physical security

level B
	Physical security

level C

	I / secret / I
	+
	
	

	II / secret / II
	
	+
	

	III / secret / III
	
	
	+

	IV 
	Physical security level is dictated by the requirements of approval.
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Categories of consequences of unsanctioned actions in relation to items subject to the physical security of nuclear

	The category of the consequences of unsanctioned actions
	The size of the  consequences of the unsanctioned actions

	I
	The consequences the the unsanctioned actions that occurred can lead to ionizing radiation or large territories densely populated outside the controlled area.

	II
	The consequences of the unsanctioned action that occurred are not attributable to Class I, but may lead to action of ionizing radiation outside the controlled area

	III
	The consequences of the unsanctioned action that occurred may lead to action of ionizing radiation outside the room or building, but controlled perimeter.


